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ANNEX II + III:
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER
Contract title: Supply of “Go Digital” Application Service Provider.
Publication reference: Aerian/001/L/SUP/CY
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)

· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
	1.

Item Number
	2.

Specifications Required
	3.

Specifications Offered
	4. 
Notes, remarks, 
ref to documentation
	5.

Evaluation Committee’s notes 

	Lot I. DATA CENTER BACKBONE HARDWARE EQUIPMENTS 

	1. Fire Extinguisher System (1 pcs)

	1.1
	 FM200 EXTINGUISHING SYSTEM, with ISO14520 Class A extinguisher concentration.
	
	
	

	1.2
	This system will be used in data center where room area is 15m2 with room volume is 40m3 with 2.6m Height. System room have 20 cm raised floor. Fire extinguisher cylinder should be calculated according to the room area and volume.
	
	
	

	1.3
	System should include FM200 Cylinder and release valve, pressure gauge, 24 V DC solenoid valve , manual lever release, cylinder mounting bracket, gas released pressure switch, set of labels CAUTION PROTECTED AREA and nozzles.
	
	
	

	1.4
	Data Center should include CONVENTIONAL FIRE DETECTION SYSTEM. Which includes: 
	
	
	

	1.5
	1 unit of Conventional Extinguishing Control Panel (included Battery)
	
	
	

	1.6
	4 unit of Conventional Optical Smoke Detectors with base
	
	
	

	1.7
	1  unit of Electronic Alarm Sounder (Red)
	
	
	

	1.8
	1 unit Electronic Alarm Flasher Sounder (Red)
	
	
	

	1.9
	1 unit abort and 1 unit of release button
	
	
	

	2. Physical Security Camera & System (1 pcs)

	2.1
	Proposed security monitoring system should have three(3) IP Network Cameras, two as indoor and one as outdoor, and 1(one) Control Software,  the features should cover the following minimum items:
IP Network Cameras should have Power Over Ethernet(IEEE802.3af) or 24 VAC Power Input.

Proposed Security Monitoring System should provide built upon an open architecture, users can view and control IP Network cameras with a standard web browser, provided its own control software, or through third-party software. The proposed solution details should be provided.

IP Network Cameras should support Open Architecture 

IP Network Cameras should support at least three Simultaneous Video Streams, - Dual MPEG-4(30 ips), - Scaleable MJPEG 

IP Network Cameras should support Internet Protocols: TCP, UDP(Unicast, Multicast IGMP), UPnP, DNS, DHCP, RTP, NTP 

IP Network Cameras should suppport Multi Level Password Protection 

IP Network Cameras should support EDR(Extended Dynamic Range) 

IP Network Cameras should support C/CS Lens Mount 

IP Network Cameras should support Backlight Compensation 

IP Network Cameras should support  at least Horizontal Resolution of 480 TV Lines 

IP Network Cameras should have BNC Service Connector

IP Network Cameras should achieve at least 30 Images per Second (ips) at 704 x 480 or 704 x 576 Resolution


	
	
	

	
	IP Network Cameras should have Motion Detection feature.

IP Network Cameras Signal System should support NTSC or PAL.

IP Network Cameras should have RJ-45 connector for 100Base-TX, should support Auto MDI/MDI-X and should support Autonegotiate/Manual setting
The Proposed proposal should cover turn-key solution including installation and maintenance (one year at least). 

IP Network Cameras power consumptions should be noticed and not more than 7W.
	
	
	

	3. Backbone router (2 pcs)

	3.1
	Router Chassis should include 6 port adapter slots, 1 Network Processing Engine slot with 1 GB DDR SDRAM, 256 MB Flash Memory with dual power supply. It should fix to 19” cabinet.
	
	
	

	3.2
	Network Processing Engine should include three 10/100/1000-Mbps copper Ethernet ports and Small Form Factor Pluggable optics (SFP) interfaces, one one dedicated 10/100-Mbps copper Ethernet port for management. It should aggregates services up to 2 Mpps
	
	
	

	3.3
	Broadband aggregation should support up to 16,000 PPP sessions
	
	
	

	3.4
	IP Security (IPsec) VPN can scalable to 5000 
	
	
	

	3.5
	Should provide a network-to-network interface point for signaling interworking (H.323, SIP), media interworking, address and port translations (privacy and topology hiding), and bandwidth management (QoS marking using TOS). Voice, video, and data integration
	
	
	

	3.6
	Should support QoS, MPLS (MPLS VPN, MPLS QoS, MPLS TE), WAN edge services (VLAN support, NetFlow, NBAR), Security services (NAT, ACL, hardware encryption for VPNs), and voice/video/data integration.
	
	
	

	3.7
	Should support Layer 2 and Layer 3 protocols-Address Resolution Protocol (ARP), IPCP, IP forwarding, IP host, IP Multicast, PPP-over-ATM, TCP, Telnet, Trivial File Transfer Protocol (TFTP), User Datagram Protocol (UDP), transparent bridging, virtual LAN (VLAN), MPLS, and IPv6.

Layer 3 routing protocols-EIGRP, IGRP, IS-IS, OSPF, BGP, PIM, and RIP

Network management and security-AAA, CHAP, FTP, RADIUS, SNMP, PAP, and TACACS
	
	
	

	4. Backbone Switch (1 pcs)

	4.1
	The switch has to be have 48 port 10/100/1000BaseT slot and 4 port GBIC/SFP  slot. All of these 52 ports have to be active at the same time. Using any of GBIC/SFP port must not effect on any of the 10/100/1000 ports
	
	
	

	4.2
	The Switch must support IEEE 802.3, 802.3u, 802.3z, 802.3ab standarts.
	
	
	

	4.3
	The backplane of the switch has to be at least 32 Gbps.
	
	
	

	4.4
	The Switch has to have layer 3 switching capability in addition to layer 2 switching capability. Layer 2 and layer 3 switching performance of the  switch has to be at least 36 Mpps
	
	
	

	4.5
	On each port of the switch; there must be status/duplex/speed LED’s
	
	
	

	4.6
	The switch must support minimum 12000 MAC address.
	
	
	

	4.7
	The switch must support “DHCP Relay” feature for sending the “DHCP Request Broadcast” packets to the DHCP server which is on the another VLAN. The switch must have anti-spoofing features (DHCP Snooping) to prevent DHCP attacks
	
	
	

	4.8
	The switch, using the IEEE 802.1x protocol with the help of radius server, should support port-based user authentication and dynamic VLAN assignment features. IEEE 802.1x Guest VLAN must be supported.

On every port on the switch must be supported IEEE 802.1Q VLAN trunking protocol. The number of VLAN ID that supported by the switch must be at least 1000 and the number of active VLAN must be minimum 256.VLANs should be defined as port-based.

The switch must support IEEE 802.1d “Spanning Tree Protocol”.


	
	
	

	4.9
	The switch must support static routing, RIPv1 and RIPv2  (dynamic routing protocols) to route Ipv4 unicast traffic. In case of necessity, OSPF should be supported with a license upgrade.

The switch must support VRRP or similar gateway backup protocols.

The switch must make an access control audit to the packets according to information of source/destination MAC address on L2 header or source/destination IP address on L3 header or TCP/UDP port number on L4 header. (Access control lists - ACL)
	
	
	

	5. External firewall (1 pcs)

	5.1
	Firewall Throughput : Minimum 1.5 Gbps

VPN Throughput : Up to 250 Mbps

Concurrent Sessions : Minimum 650000 sessions

IPS Throughput : 1.5Gbps

User Authentication : Yes

RADIUS : Yes

VLAN : Yes

Encryptions Standards: AES 128-256 bit, 3DES 56-168 bit

VoIP Protection : SIP, H.323, MGCP, and SCCP with NAT support

Security Acceleraiton : Yes  

Traffic and Bandwidth Management :  Yes

Routing : OSPF, BGP, RIP v1/2, Multicast

NAT : Dynamic NAT, static NAT, one to one NAT

Security Features : ISP, Application proxies for HTTP, FTP, SMTP, and DNS, DoS prevention, static and dynamic blocked source list.

Management & Reporting : Includes centralized management, HTML reports, XML reports

Interfaces: Minimum 4 (four) ports with 10/100/1000 Fast Ethernet. Minimum 2 (two) of the ports programmable as DMZ ports.

URL Filtering Software: URL database, Automatic and centralized updates.

Anti-Spam & Email Security Software: Detects spam based on dynamic database of signatures, Blocks spam and malware by sender, First layer of protection from viruses and malware.


	
	
	

	
	IPS Software: Blocks attacks such as DoS, port scanning, IP/ICMP/TCP-related, Blocks attacks such as DNS cache poisoning, FTP bounce, improper commands. 
High Availability : Active/passive and active/active failover options

Load Balancing :  Yes
DHCP Support : Yes

ISP Redundancy : Protocol-based, source/destination and port route decisions
	
	
	

	6. Load Balance Switch (1 pcs)

	6.1
	Server Load Balancing should support following features : Layers 4 and 7 
	
	
	

	6.2
	4 X GbE ports, 950Mbps throughput and 200 SSL TPS
Up to 256 Virtual and 1000 Real Servers
	
	
	

	6.3
	SSL Acceleration and Layer 7 Content Switching
	
	
	

	6.4
	Caching, Compression and IPS
IP and Layer 7 Persistence (sticky)
	
	
	

	6.5
	High Availability - 99.999% (Hot Standby) 

Server and Application Health Checking

 Intuitive Web User Interface
	
	
	

	7. Projector (1 pcs)

	7.1
	DLP Projector should be widescreen WXGA (1280 x 800) or standart XGA (1024 x 768).

Ultra bright 2800 lumens lamp with 3000:1 contrast, 4000 hour lamp life
	
	
	


*Please note that all equipment and services should bear the necessary ISO, CE or equivalent standardised documentation along with their documents stating their country of origin.

*All supplied equipment needs to be compatible with each other and be able to work in a line.
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